	Name:

	Daytime telephone number:

	Email:

	Address:

	Employee number:

	By completing this form, I am making a request under the UK General Data Protection Regulation for information held about me by your organisation which I am eligible to receive.

	Required information:
I hereby request the following general and specific information, including any relevant dates:

· Confirmation of whether or not my personal data is being processed

· An electronic copy of all my personal data in a commonly accessible format
· What you are using my personal data for

· What categories of personal data you collect

· Details of any recipient(s) to whom my personal data has been or will be transferred, particularly those in third countries (i.e. non-UK) and the safeguards in place for such third-country transfers

· How long my personal data will be retained (or the criteria to determine retention, if no fixed period)

· Details of how I can exercise my rights to request the rectification or erasure of my personal data, or to restrict or object to your processing of it

· Details of how you can assist me exercise my right to complain to the ICO (e.g. SAR tracking number)
· If the personal data has not been collected from me directly, details of third-party sources (where available) from which it came

· Details of any automated decision-making (including profiling) that takes place using the personal data in question, the logic involved in that decision-making, the significance, and the envisaged consequences

· Data collected on the my work activity and productivity both during working hours and outside working hours (e.g. usage data from work phone/computer, including the content and quantity if both are collected)

· Information on how productivity monitoring is used for performance management and disciplinary procedures 

· Visual data, if collected (e.g. webcam stills, recordings, and screenshots)

· Audio data, if collected (e.g. recordings made over work phone or video calls)

· Information on how work emails are monitored, stored, processed, and acted on



	By signing below, I confirm that I am the individual named above. I understand that the organisation cannot accept requests regarding my personal data from anyone else, including family members, unless evidence is provided of authority to act on my behalf. I understand that you may need to contact me for further identifying information before responding to your request. If I am not the person name above, I fully indemnify you for all losses, costs, and expenses incurred in relation to this subject access request.


	Data subject's signature:

	Date:


Law relating to this document

Leading statutory authority

UK General Data Protection Regulation (retained from EU Regulation 2016/679 EU)
Data Protection Act 2018

The UK General Data Protection Regulation (UK GDPR) allows individuals to access information from organisations that process their personal data. The process for obtaining this information is known as a subject access request (sometimes referred to as a SAR or DSAR). It is common for employees or former employees to make subject access requests in the context of actual or threatened employment-related litigation or employment-related grievances.

In response to a subject access request, employers must provide the following information:

· whether or not the individual's personal data is being processed;

· the purposes of the processing and the categories of personal data concerned;

· the recipients to whom the data has been or will be disclosed, including recipients in countries outside the UK and the appropriate safeguards relating to such data transfers;

· for how long the data will be stored, or how that period is determined;

· the individual's rights in relation to the rectification or erasure of data, the restriction of processing and to object to processing;

· the individual's right to lodge a complaint with the supervisory authority;

· any third-party sources of the data, where this information is available; and

· information about the logic involved in any automated decision-making, if applicable.

The employer is also required to provide the individual with a copy of the personal data undergoing processing. If the subject access request is made electronically, the information has to be provided in a commonly used electronic format, unless the individual agrees to receive it in some other way.

Individuals can make a subject access request through any format. However, an organisation can provide a form to assist individuals with making a request and to streamline the process for responding to a subject access request. Employers have a positive obligation to facilitate data subject rights under the UK GDPR, including an individual's right to access their personal data.

Organisations are not required to comply with a subject access request if they cannot identify the individual. Employers may also need to verify the individual's identity to ensure that personal data is not inadvertently disclosed to a third party. As a result, employers sometimes need to ask for identification to check that a request is from a particular individual. This is less likely in the context of an ongoing employment relationship: if an employer receives an internal subject access request from one of its existing employees, it may be unreasonable to ask for proof of identity before responding.

Under the UK GDPR, the time limit for responding to a subject access request is one month from the date of receipt (regardless of whether or not this is a working day). However, if a request is complex, the employer can extend the time period for response by a further two months.

Notes

Where an organisation provides a form to assist with responding to subject access requests, it must still respond to requests that are made verbally or through other formats, such as email. See Identifying subject access requests in How to respond to subject access requests from employees under the UK GDPR for more details.

As the UK General Data Protection Regulation (UK GDPR) applies to all personal data that an organisation processes, employers should accept subject access requests received from workers, contractors, volunteers, interns and apprentices, as well as employees.

Warning

Employers that fail to comply with their obligations under the UK General Data Protection Regulation (UK GDPR), including failing to comply with subject access rights, can be subject to significant administrative fines of up to €17.5 million or 4% of the undertaking's worldwide annual turnover, whichever is higher. Although the Information Commissioner will take into account a number of factors when determining the level of a fine, employers would be well advised to take subject access rights seriously in order to mitigate the risk of liability or enforcement action.
